
eBooks and eCrime

A brief overview of digital piracy



Commercial beginnings

• Content stored on CDs and DVDs

• Still about physical media and distribution

• eBay changes the supply chain

• Amazon Marketplace

• Digital trail:
Seller name  Paypal account  bank details 
credit details (mortgages etc.)  address details



Era of „free‟

• No physical media (download, P2P, etc.) –

revolutionised (digital) supply chain

• No commercial interest, „altruistic‟ ideal, the culture of 

free

• Textbook Torrents, Pirate Bay were early examples

• Full circle – commercial impetus by organised crime



So how does it work?

• Hosting sites

• Locker sites

• Feeder sites

• Torrents / P2P

1. Hosting sites

These are traditional websites. After finding the site, 

the user navigates through the pages to find the 

required work, and then downloads it from the site.





2. Locker sites

Also known as one-click hosting sites

- web servers hosting individual files

- initially without navigation; starting to see search 

widgets.

- user must be in possession of an (often complex) 

URL in order to download the file.

• (Rapidshare fined €24m in June 2009 by German 

courts for 5000 music tracks – copyright holder no 

longer responsible for finding and issuing takedown)





3. Feeder sites

Websites that do not host infringing files, but 

provide URLs enabling downloading from locker 

sites.





4. Torrents / P2P

Software connecting users in a network from which 

filesharing can take place. Files are listed on 

websites acting as indexes, and are downloaded 

from a number of „nodes‟ rather than a single user. 

E.g. PirateBay. Legal grey area.





Digital piracy myths #1

If you don’t want your content pirated, don’t digitise it

• Confessions of an ebook pirate: 

www.themillions.com/2010/01/confessions-of-a-book-

pirate.html 

or Google “millions pirate”



Digital piracy myths #2

Eschew DRM and the infringements will stop



Digital piracy myths #3

Every download equals a lost sale

• 10 mp3 downloads = 2 lost sales (National Bureau of 

Economic Research, 2004). Many downloads represent 

transactions that wouldn‟t have taken place at the 

asking price.

• More effort to read an ebook cf. listen to a music 

track



Drivers for ebook piracy

• Cost / price to end user

• Need for format shifting / lack of interoperability

• Over-restrictive DRM / inaccessible files

• Poor discoverability

• Culture of free / backlash against copyright

• Monetary gain / weak law enforcement



So what can publishers do?

• Digital Millennium Copyright Act

• Serve takedown notices using DMCA

• Publisher Association‟s 

www.CopyrightInfringementPortal.com

• Services such as Attributor

• But…

• The internet does not respect 

borders!



So what can publishers do?

1. Explore new business models – subscription, 

flexible pricing, chapter sales, Cloud access, etc.

2. Focus on discoverability – e.g. iTunes and Amazon 

for MP3. Make piracy the harder option.

3. Work with other creative industries to lobby for 

legislation

4. Inform and educate on copyright



Keep an eye on...

• Gower‟s Review (Lord Gower)

• Digital Britain (Lord Carter)

• David Lammy / Digital Economy Bill

• EU Green Paper

• Google Settlement (implications on copyright 

law)

• Open Access, Creative Commons


